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Pursuant to 47 C.F.R. § 64.2009(e) New Horizons Communications Corp. hereby submits
its annual 64.2009(e) CPNI Certification.

If you have any questions or should you require any additional infonnation please contact
me at the below. Please acknowledge receipt of this filing by date-stamping the extra
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envelope provided for this purpose. If you have any questions, please contact me at the
below. Thank you for your attention to this matter.
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New~o611:fl~~
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New Horizons Communications Corp.
420 Bedford Street. Suite 250

lexington. MA 02420

Compliance Requirements

COMPANY NAME ("Company") maintain. the following openllfng proceduro. 10 ensuro compliance with tho
requirements set fotth in Section 64.2001 et seq. of the Commission's rules,

Ute of ....i.e. pl'OPriBtarY ••!work lDformatloD wItbo.t ..._
oPl'roval.

•

(8) AllY rele<>ollllllDllloatiOllO ClllTJer may 088, dlsolQos, or ptIl'IIlitaccosB to COO tbt Ill.purp.se of
providing or~lnl 80M.. of1IoIlD8s -e lbe catogorlos of """ic. (I.••• (ooal,~.. ODd
CMRS) to wlllJJh lb. oustomsr aIrBad,y subl101l1>oo ltom tho ..... carrlet. wltbDlIt CUlIIornBf approval.

(I) If a 1DlooommlDJl!>atl""" omtor provld.. dl8llmll caIBgtJrIooa or sen'1co, owl a _.r
_en.... ll> mere lbaa _ o*3"'Y of ....Joe oflI><ocl by tho carrlet. !be oam.. i. p_lttsd to _
CPNI1IIIIOlIi tho omlor'. afIIllalBd oaIitI..Gm1 provI~ asorYlcB .tIlo:lag II> tho~_.

(2) If.~IlflonollO!rler F"vldes dilIkentOlI!Sgories of geI"II.... bul a CImlDmor do..
DOt sub,crlhe 10 _Ibaa one ofli:rlng by lbe OIIll'lsr, tbo oenler II lll>l pomdUBd to sh... CPNI wflll Its
~, ""ccpt as provided ill §642007(b).

(b) A felecommllllieatlDn. ""ti6l' may not OSB. dlsclooe, orpetIIIlt 8COess 10 cm 10 lllalkel to •
'CUslomer stlI'\Ilco t>fl!rrlDgs lbat~ w1Jhtn a ""'teO'7 of.orvioo to I'<1>ldllllo 8I1bocrib... do.. IIOt akosdy
subscrlbo 601U Ihot omlor, un/oss tbat <aIrmr .... _or .p~VIl1 to do "" el<ccpt at describod in
puagraph(c) of1hla ...Uon.

0) A wJroIOS$ jllQ\'idormay use, d1sclos.. orpOlDllt aCCCll8Io CPNI derlvod 1tom i1> pmvialon of
CMRS. WlthOlll C\lS1QDlIII' appRWal, lllr thopmlakm. ofCPBad infar.ulotlon ...,..,Ioe{s). A wlIeJIne coni<:r
In&y .... dbclose or pormll ...... to CPNI dorivod I\Qm ilo pcovlsloD of 100iU .""cb••ont<o .or
Inlem<obengo 8I'lvioo. without _ approval, lbrdtI pmlslonofCPB and <:111 -orIn8, voilIo 1ll8l1
or IUOSSoglng. ""leo 'lorap BUd~1 ....1lleo, llIx otmoOllllIi:>Iwa1d, and protocol convOISIon.

(2) A181...,mmUll1.atlons cmlar may not .SO, dilelo.lo, qrplllltllt 8Cce:ll to CPNl to IdeII6tY or
trtcI: euslDmors hI call oompe1bJg ....v1.. pmvldall. Por ox"",plo, _local -...so _lor IUIY llOt US!>

lDolI oervIco CPNl to lnwk 1IlI0000000000lhat call local..rvlca COlIIpOt!lQlO.

(c) Afeleconnnuoicatilma ClIIrlormay~ d".I.oae, 0' permit aooosa 10 CPNI, w1lhoat cuslollIor
approval, .. d8ll<tl'bod in lids patagmpb (e).

(I) A u.IOOD1DII1IDJI.aIlODS oan\e: ....y .... dIooI.... or pemIlt ao.... 10 CPNI, wifhout ""'tome<
approval, In its pIOVlston of lnBldow1r1ag Installation. mainlolllmoe, alld 20plllr ssrvicos.

(2) CMRS prl>Ylderr may a.o. d1il'10IB, or pt:ZIllIt access 10 CPNIlbr 1ha pllJPOS" of oondacting
""'earch on lb. boaIIh ofll>ctB ofCMRlI.
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I, Glen Nelson, Vice President of New Horizons Communications certify that I am an
officer of the company named above, and acting as an agent of the company, that I have
personal knowledge that the company has established operating procedures that are
adequate to ensure compliance with the commissions CPN] rules see 47 C.F.R. § 64.2001
et seq.

Attached to this certification as Exhibit "A "is an accompanying statement explaining
how New Horizons Communications Corp.'s procedures ensure that the company is in
full compliance with the requirements set forth in 47 C.F.R. § 64.2001 et seq.of the
commissions Rules

N""'ame: Glen E, Nelson
Title: Vice President
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Annual 47 C.F.R. § 64.2009 CPNI Certification

EB Docket 06-36

New Horizons Communications Corp., has not taken any action (proceedings
instituted or petitions filed by a company at either state commissions, the court system or
the Commission against data brokers) against data brokers in the past year. Companies
must report on any information that they have with respect to the processes pretexters are
using to attempt to access CPN!, and what steps companies are taking to protect CPN!.

New Horizons Communications Corp. has not received any customer complaints
in the past year concerning the unauthorized release of CPN! (number of customer
complaints a company has received in related to unauthorized access to CPN! or
unauthorized disclosure of CPN!, broken down by category or complaint e.g., instances
of improper access by employees, instances of improper disclosure to individuals not
authorized to receive the information or instances of improper access to online
information by individuals not authorized to view the information).

Warne: Glen E, Nelson
Title: Vice President



(3) LBCs, CMRS pro\'!dm. aDd~ VolP providers may USe CPNI, wilbout oustomer
approval, to merkel aorviCl$ t'orrIIorIy Imovm ae B<\jllllcl-tll-beslc eorvlo8S, suoh .., but not limited 10, epood
dioliug, oomputer-Plovidod dlroctory ..d8lll..... 0811 DlOIlIlorlng, call lraclng, ool! blotldng, ••11 ret1lm,
repeat dialing, cal! traoking, OlIll waitlng, coller I.D., call tbrwordlng, IUld certain Centrex feublroe.

(d) A teleoommUllicatiOll8 oorrier may UBC, dlsol.... or pomrit ""OOS9 to ePNI 10 protect tile rigbb
ofthe ClUl'lu, or to Oleet USOllj oftlw•• oorvioes llIld OIbor coniors from ftaudulMr, abusive, or

wfu U9. , or 9ub ptioD ro, .. 9smC09,

11re Comp"'V Jua adoptal epecffle CPNIpoNeI" to en'Bre that, fir tile rtAwIce OfcU.umrer 1IJIPTVVrt1,
CPNI " qm" ,,_ by the CompO/\!, to 1"0.14. or IfIII1'1Iet service tdferlltfJI a_, Ih. categorl.s Of
,...... (l.t., local, illlerexcfJrmge, trIIll CMBS) 10 which 111. _mer alrea/{y 8Il1Aferfbu. Tk.
ComptUrJI ~ CPNIptJIkl£f praTllblt tfIe IhIi1'llrf '"CPM with ajfIflrtId comporrks, e.rx:ept Ita pmnltJed
under}bUg 6#.ZIJ05(a)(1) or wltll C/lBINIIU' fI/lpmo.Ip1ltfR1lIIt to BIlk 64.ZOO7(1))• . Tke ,on{v exeeptIqRs
to til...policies are ...permitted rmd., 47U.s.c. g:.I.2Z(tl) tmd1lIl1ll64.ZIJ05.

sectton 64,ZOG7 App......1requIred for .oe ofCUII1Dmer proprietary ~etwork Inform.tlon.

(a) A tele<:DmDluolootlons oanier may obt8iD approya' thlough wrtttell, 0I'lll err electronlo
metbods,

(1) A lloIeoomlllllnloatlolll cezrlet relying 00 Ol1llapproval shan bear the burden ofdemonstrating
thats...h approval b.. been given In cQDlplilDlJJ. with the Collllllisslon'9 rule8 in this paIl

(2) Approval or dialpprtMII to use, dlsel.... or pmnll ...... to a OllstOlllOr's CPNI obtained by a
Ieleoomm)l1lioatloos carrier must remain In offect UD1I1 tho OII9lDmer !eVOkes or limilS such approval or
dlsapproval.

(3) A teleoOlllll1\t1licollone CIlITIer must IlIOInnlln ,""olds of approval, IIVbether orol, written or
oleclroolc, fbr at I.ast one year.

In all clrcumltnllC68 where CJ/stomer "l'pro.nl " retpdred '" 118'4 dl8cWH orpo,mlt tllX!n•• 1o CPN!, the
Oompany', CPMpo1Jele8 nlf'llre tJurt /lie CoIIIPlllI7 06f4i1r CIIstomsr tIJ1lIrOWll thmugh IOrltteJJ, oral or .
el6ctrtmJc 1rI8/holb fir COllrpllrurce with RIll, 64.ZQfI7. A _tomer's tIJ1lIrova/ qr dJ8apprtlllal mltllfnllIl
effecllUltf1 the CIlItMIU' "wok..or l/m1J.r til, approJllll or d/sapprl}l7ll/. 71Ie Company malIltllins record.
ofCUIfolner appro.al (l9beth8r wrltteJJ, otIIl0'~c)for a mini_in of01Uyetll'.

(b) Use ofOpt..out and Opt.!" tIppro'Wllh/JCfl88Q. A telsoOlDDllllJIcaIIOIII carrier may, 8ubJoCl
to Dpt-out approval or opt.in approval. IlSe IIll customer'slDdlvlduaUy Identifiable CPNI for the pw:pose of
mmetllJg oollllllllnloatlons-"'lBlod ",,"Ices to tIIOI oustomer. A telecOllllJlIUlicttlons carrier IJ\IlY. subject to
opt-out approval or opt-In approval, dlsolose Its cu_'s individuotly Identifiable CPNI, for the purpose
of IlDrkoting oommunicatlom-reiated services to tIW Customer, to III agents and Its afIillatos 11181 provide
cormnuniclltiono-releled sorvic... A teleoonuwmloatlons coni« may also permit such pOl'$On or entitles to
obtain aoo... to such CPNI for .uch pmp09". Ilxtept for \lBe and disclosure of CPNI tlult i9 permitted
wilhout eustom\ll' approvai under lIOCIIoo §64.200S, or thBt is dOllOtibed in Ihls puagrapb, or as oth.rwise
provided in section m of tho CommunlclllIons Act of 1934, as lIIIIended, a telecommunioatlons corrier
may only use, diaolose, or pennit 8OOOS8 Ie 11$ C08tumer'. indMdllal1y identlflable COO subject to opt-In
approve!.

TTl. Co"'l'''''y do.. rwt /lSe CPNl for tilly pJIl'POH (lnellldfJrg rtrrzrfrstlrtB eummrmlcation$-relJrted
.-Teea) tmd does ;'0'4~orIJ.-00_ /Q CPNlio ""J',IU!Y (tnclRdbrlJ '0 ogOlda or oQUkIUs fI,ar
,'mid. commru,lctltTonr-Rlated servTcu). "'"'"1'1 .. p.,.",iJtmlllnd" 47 u.s.C'. g 233(4) alld lbd.
64.Z005.
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~Ioo 64.2008 NoU.. reqotred for use Of <ustomer proprietary network Informatlon.

(D) N<J!ffieation, a_raT/y. (I) Prior \XI my solicltatlon for c:uslomer .pprove~ •
toleoomilwnlCllllOlls carrltr must provide notilieation to tile oustomer ofthe oustom..', rlgbt to restrict use
o~ disolose of, and 0= to 1het _er's CPNJ.

0) A teleoommuni08t1OllS olllrier must maln1ldn ..eords of nolificatlon. whether om~ wrlltlon or
eIectroiii\\ tot at least one year.

(b) Individuel notice to <llIstomer'lJlIISt be provided wilen soliciting OpprovallO Use, disclose. or
pennll aocesslr> customers' CPN1.

(c) Conterrl ofN()//ce. eustomor notllloation must provide solllclenl lnfonnatlou 10 OIllIble !i'e
OUSl<>mer to make an InfolDlod decision es to MleIhor 10 peIIlIit a carrier lr> use, dlscl~ or pennlta~
to, the customer', CPNl.

(I) The notification must stele thllt thll Olistomer bllll a rigid, and the oarrler has a duty. under
:t\lderallaw. to protect1he confidoutiality ofCI'NL

0) The notification musl.peclfy till' types of lnfonnatiou that oonsti1llte COO and the specillc
entities 1hat will reooive the CPNI. deseribe thll purposes for wblch CPNI wlll be used, IIIId blfonn tho
customer ofhls 01' ber right to dlsapproVlO those_. and douy or withdraw aoc... 1i> CPNI at any tim..

(3) The notifiollllon must advise foe customer oflho precise steps lhe customer must take In order
to grant or dOIlY acceIl' lr> CPN!, and must olearly state ~t a donlal of approve! wlll not aflbct Gte
provision of any eervil:es to which the cu.lOmer subscribes, Howcwr, oonioD nu<y provide a brief
sW8men~ In D clear and n6\l1llll Innguage, describillg conseq..."..,. dinlelly rell1l1ling from the lael< of
aoo... til CPNI.

(4) The noti1Icatioll must ba oompreheDslble and must not be misleading.

(5) H wrlttou notifioation is provided, Ib.e notice mnSl bD cleady lDglblD, us. sufficieatly large
>tYPe, and be placed in an area so as to be readilyapparenllo a oustomer.

(6) If any portion of. notlfieellon I. tt8ns1oted into a.oth... IMguage. then oil portIo.. of the
IUltlfication mm be traosl8!ed Into tbllt 1aDg~

(7) A cllIrier lIUI)' slate In the notificatiOll1hat the OIlS!om..... approval to use CPNI may enhance
the carrier's abUlty to ofi'ar produots and sorviODllll/lored to the costumer'. nee"". Acarrier also may stew
!II the notIliI:allon that il may be eompollod10 lli.~ CPNlIo any pwon upon .nlnnallve written request
by the cnstomer.

(8) A(l8!I'ler may not Inelude in the notl.licatlon any slamment IltIBmptlng 10 encouraga a custoMer
to freeze lhird-pany access to CPNI.

(9) TIlll notifioalion must state that 8tl'/ epproval, or deDiaI of IlPproval for thll use of CPNl
outside oftbe servioe to which the cnstomer .Iroady subscribes from tII.t clllTiar i. valid llJl!l1 the _Dr
aftIrlll8llvely revokes or Ilmlts such I{lPl'Oval or denial.

(1Q) A teleccmmunicalions o.m.c', solicitation tl>r approVll! nmst be proximate to tho
notifieati,on of a customer's CPNl tIghts.

The Compo",', CPNI p<JllclaB requtre thaJ cu!lfQmrn be rIOI/fle4 of Ib,'r rig111s, and 1M ComplDlJ'"
6b/tgall11ll" with~ to CPNIprltJr ttJ lIlly .olklt#l16Ilfor cU6k>lMr fIl'ptl'VrJ. Alll'el/.u/ndCIlSfIJIJ1IJJ'
noll... (..".thu ..r/lum, oral or electronic)~ wttll tho rqulNmen1. Of Rille 64.:U)()8. The
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•

CoIn~malmolM '&:Drd8 ofall ,equln1d CR8IOI/Ier no/ke$ (wTledrN ,,,,,Itte,., orttl or eketron/c) fo' •_111<_ 01011. year.

(cI) NOlice &qulNlments Specific If> Opl-Dl4. A teleoommUDlcatlons cani... must provide
noIifioatlon to ob1llin opt-out approval tbrougb oIe01rOnlo at wril!eII methods, but not by and
eommUllleetlOll (""capt a, provideclln paragrapl. (f) ofthlsllOOllon). The ccmlettl!l ofony sw:h notification
m~,t comply wltb the requirements OCparllllfllph (e) ofthis secllllIl.

(I) CoIrI«s must walt a 30·day minimwn period of limo afIw g1vJng customers notice and an
oPPOltlllllly to opl-oUt b$!'oro assumIDg ou,lomor approval 10 use, dl&close, or permit ace to CPNL A
omlor may. In Its ~tlon. provide I'Dr a IIlIIg"" parlod. CoIrien must notify oustom as to the
applicable wailing period for a te8ponse bofbro appmvaIls nllUlllBd.

(i) In the aBBe ofan electtODic form oCnotltlclltion, lIIe waiting period ihall begin to run from tile
dote on whlclt the DoMoation wo. 'ont; and

(Ii) In the C8!' oC notlflcalloa by maO, the walllDg parlod s11lll1 begin to ron on the lhIrd d2y
following tho~ \bat the.notlfication was moiled.

(2) Conlers osIog the opt-ollt mechanl'm must provide notices to their tmiltolllurs evtll)' two
~rs. .

(3) To.ocommuoioallon. omlor. t11at USe HDellto provld. op~out noli... must comply with the
following requixelllenlS In addition to the reqa!remmlls generally applicable to notification:

(l) cantors must obtain express, verifiable, prior approwl ftom 00/lS1lIIlm to send notices via e
mail regarding th.ir service in gClleral, OT CPNl in plO1lcolar;

(il) Corrlers moot allow customell to reply dIroctIy to ...llIIIila oontaining CPNI notices In onI... to
OJ*-oot;

(Iii) Opklut "lWlil notloas tbllt are~ed to lb. eatrler 1\8 \Illde!iVQ'abl. must b. sent to the
.cu,tomer In _titer form bolb,.., oanienr OlDy OOllBidlll: the customer to have recolved nati",;

(iv) CamOll that use .-mall to send CI'NI notlcealll1lBt cosure thlll the 81lbject liuoo oftb. m....g.
clearly nruI accurately Identifies the SUbject mauer of1he e-maR; and

(v) Telec:ommunioatiODS oan'il!iS must make available to wery customer a method to opt-OUt that
Is of no additional con to the cuolomer IIDd that is avoIlabl. 24 hollIS a day, .'ven days a week. Catrlers
may satIs1Y this tequlremeut thwugh a ocmlIlnatioll ofme1hodl. 80 long as an ou.tomon have tb. ability to
opt-out at no ocst and are abIe 10 effilcluale that cholcow~ thoy choose.

71Ie Complll'y IIoIM not l:iIlTlU.l{y soU&l1 ·opt ou,· customer fI/Iprop«1Plr the lISe or dlscl_", ofCI'N/.
The COJllf1fllf1 dDOl "ot .,e CPNI/o, .ny plU'J'Ofe (Incllld/llg ",ork£tll.,. commrmlcononNelotd
mvlcu) 01Ul <Iou"ot 4lsclo,. or ,,,,nt_u. to aNIto any plBty (including t/) "lfl!llt. ", If/lUIar"" rhol
prwltk cont1l,,",lcatil11l.~e11lk4IU\Ilra), excspt III penn/ltU rmtIsr 47 U.s.C § ZZZ(d) end Rule
64.ZOfJS.

(e) Notic6 l18qUfremsntlr SpoD/II. to (}pI-In. A telecommlDl1cation. carrier may provide
notil\calion to ob1alu .-Inapprova! dIrough ora~ wriUlln. or electronic method.. Th. CODll>01S ofeny such
notlt1catlon must ocmply with Ill. requlromenls ofpengraph (0) oftlds section.

The Co"'l''''V do... not c#,ren4Y .0Ue/l "opt"'• .,,_appro..,l/O, tho UIM or tlbclosure 0'CPNI.
The COIItJ1.ny 40a IWf /lse, dJsclou or grlllJl .eem wCPNIfor 0l1J' purpo.e, to tJt!,lI pflr/J' or In~
mllllller Urot would reqUIre a aR.>1_', "opt In" appro"" rmdsr the eo"""lsri",', CPNIIlMID.
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(f) No/we R"'l"/remonto Speclfio 10 0_1Yme U.. olePNI. (1) Cattlllrs m1lY "'0 Olal noll.., to
obt1lln limited, ooo-tlmo use of CPNI fur inbmmd and oUlbmmd _or telcphoDe cODlIIotll lbr 1hb
du{aUOD'ofthe oall, regordloss ofwhlllher curlers use opklul or opt-in epproval based OD 1bD nlllUro oflhe
COnlllCt.

(I) Cani.". med not advls. _ .... Ibm IfthO)' bave opte""ollt prov!ously, no actl"" Is Deeded
to malnlaln the opt-<>"t elootlon;

(II) C8rrl""s need JIOt advise cuslDmers that they may sharll CPNl wlth \hair IlfllIIlIlEs or third
petties and need not name those enlilies, Iflbe limited CPNI lInge wm not teIIult In use by, at dlselosure
lll, an llffiIlate or third party;

(iU) C8niero _d not disclose Ill. moans by wbiDh a CIlBfomer can dsDy or wilhdraw f\ltm.........
to CPNI, so long eS oaniera explain to cuslmn"'" 1hat the scope ofthe approval tbe carrier seeks is limited
to ono-time use; end

(Iv) CaIrler. may omit diselO8lD'8 of 1hb prodse a. a CIl_ mll6l: tlIk8 in cmlsr to gIllIIl or
deny access to CPNl, as la:ng as the oenior clelltly communloales !bat tbe customer can deny ecoess to his
COO fur the caD.

1/1 /nstl/lrc.. "here the ComptrIfJI ,eeb 1IJI6otIm. cll8lOlller ¥prt1Vtll for d,. lISe or dbclOf'lul'8 ofcPNl,
the Comptmy obUll... ,'oeb approv41 //I accotd_ wllh Ihe dlsc1JJorues, lMfl'ods flIII1~Q
colllalned ", Bul. 2()()!J(f)•

Soetlou 64.2001I Sateguardo ...qalred tor use ofeustomer proprietary DHwork IDfurmal1on.

(e) Toloeommunlcaliona caalers mllSt implement. system by whioh the status of a cllO!omer's
,CPNI epprovel can be oIeorly establlsbed prior to the use ofCPNI.

71,. ComptmY'. bUllng .y./em alloWt IitIJhoritd oompltny pen_I III elt11Ny detomlne th.lklrus of It
_"""..... CFNl ltl'i'rtlVal OIl lb. t"III1I1t... ItCtDIUJ/ scrwz prlor to lfJa _ or dbclO$llre ofCPNl.

(b) T.locommUDlcatlODS .arrIora mlIO! train their potSOIlIIOI as to whell thoy 8I'll 8I1d ar. Dol
aulhorlzod to use CPNI, IDId carriers most bave 811.expro8I disclpllaary prol:ess in place.

The CoJnJltll!J' hll8 fSSitlblbbec1 aWl flOIIfpUll1It1I J1DUc1n 1IuIt Irrclrtde ""'P1oy- 'ralIllJrg 011 rIIstrlcllollS
011 the rue ad dlsclNIln c.f CPNI flIII1 reqrdred 8Iffs1fJl1ll'd8 to prohlDt ttgitlJul fmllllthorlutl uso or
d/lclo'/l1'e ofCPNL BmpIOJltSl (,alii si(Jtled Ibn' lh/(JIlllftlers1ll1l11 'be aNIpolicies rmd It l'f%tlon 0/
d,osepoUt/a wUt rt8llIJ In dlsclplJllIU'Y IldIon.

(c) All carrIers shall malntaln a record, eIe<:tr<ndClllly or In some other msnner, of their own and
1lI.lr affiliates' sales 8I1d marketing campaigns thot osathlllr eustomm' CI'NL AD canlm &ball maintain •
"'cord of all lostsnQ01l whare CPNI was disclosed or provided to !bird parties, or where third parties were
allowed eoteSll 10 CPNI. The m:ord most bioJude • desc:rip1lan of oach campaign, the spatlllc CPNIlhat
..... used In tho campaign, end what proiluots and eervi... were offered as a part ofllle oempai&1l. C8rrl....
shall relain the record:lbr a minimum ofone year.

TI•• CqmprDry'. Cl'NIpolklCl require tillll "It .",., Il1Id 1IfIlT1re1l"ll COIllJ'II/pJ1 IRclRding 'hoso "1//4/ng
CPNl be m:onkd tllId /(q/ on ftlefor at /eat "".,_. 1I4aords are also _tnt""'ellfor dirclosur. or
_10 CPNIby thirdpizrtJu. The rIIcordl bJc1lId.lh. rIIqrdnd Inform_nl/sled In RRIe 64.ZQ09(t).



•

TM reqllired QjJIcer certljlca60", aetJolrS lair... ogaInft dolu brokers IIftd IIIIrnmtIry of CUliwm.r
comp""" thJcumenrs IIr. bu:lllded 111161 tills aceoDllJlDlplng _ont. 77lo C01IIJ14l1P 11'(11 fIl. thes.
do_"rs on lltIli",mal basis all or before March 1 for _ pertrdItlnr 10 II", prePf(}IlR cahlldarpeor,

(f) CIlITIers must plovldo wrltlen Dollco within flv. busln... dIl)'S to the Commisslou <1f lII1)'
IDslBnco wh=e tho Opl-(llli I1lOOhanlsms do IlOl WQlIc properly, to such. degree that consum...• inability to
opt-oUlls mOle thllU 8Il anomaly.

(I) The notice s:bsll be in tlle fonuor.~, and shaU lnolude!he carrler's 1Jall1e, a descI'lpllon of
tho opt-01Itlllech8llISlll(s) used, tho problems(s) experlenoed, tbe """edy proposed and whon it will beIwu
Implemeuted, wIlotber the I'lII.vaut _ commlnion(s) has bCOllllolified and wIlether it has lakw any
action, 1\ copy <1ffh. noticeproVIded 10 customen, and collla~ information.

('2) Such IlOlloe JDust be llObmiltOd ewnlfthe oerrier offiors other melhod!l by which COIlS\UJ1Ol's
lIllIy opt-out

The CompItlfJl does fUJ/ currenti!' solltJf1 aopt ollt"_merappftlVar/or Ih. lIr' or dl3clo.ura ofCPNL

Seetlon 6UOIO Safllguards on the d1se!osun of customer proprietary network luformatlon,

Ca) Sa/iguarding CPNI. TelecommunIcation••SlTlers mllSt take reasonable mwures to dleccver
and protect against uttempts to gain unaudlarlzed 1IC08IlI 10 Cl'Nl TelecommunlcatlDus ClIrrierS nmst
properly .uthentk:ate a customer prior 10 dIlJclasing CPNl bosed on custollleO'-inltillted telephone coo1ac~

online ....unt .ccess, or an In-$llm visit.

TIIo Comp~'. CPNl polklu mitt emp""" tnI/Itl1tl 1II<J:ru14 mI6OIIQlJI. //lennI/v to dlsCtJWr rmd
protet:t tJCflllut flaMq thot Is Indicative 11/pretextfng rmd rmrployeu ID"' Ins/metd 10 not/fjl th8 CPNI
CO"'P/lDnce oflker IfflllJ' ."eI, Q.!tM(p " ""poctd.

(b) Telephone QCCe3S /0 CPNI. Telecommnnlcallons oml<>rs may only disclos. caU detsil
information 0\'0t lne telephcme, based on customer-initiated telephone contact, If tho customer !lIst
provides tho camor with a password, as dO!«ibed in paragraph Ce) ofthis soob, that is nul prompted by
tho c....ior ..kiDg fOr readily ...i1able blographlcal loibrmal1cn, Or a..oun~ InfmJuatlon. If tho~
does not provido a password, tho teleoommUllleatlouo canler may anJy disclos. call detaillnib1'llll!tkm by
sending It to the customer's address of record, or, by oollir>g th. customer at tho telophone number of
recOId. If1he customer Is abl. to proYl<le caU daIaIIlDfonuaIlan to the teleoomrnunlcations omior during a
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coslOrner-lnlIlated cllli without the teJe.omnumicafl,ona CIlItl...•• il$S1s!aJlco, dHm the telecommunicallon.
carrier is pormillod 10 discu•• the call dOl8lt in1i>rmaliDn provided by the cumm....

The CoItrpIllJ4"$ CPNI ptJIklll8 fMllrethoJ a l1llst~m" W~rr{JI aIIie to ItCCU/J call Mrall trof~""at/(m ""'"
the fllepho"e ill one of Ole wa", _ /1111R1. UZDID(b). q fJUl CtUtomer CiI"''''' remember r"",
p_•.,d, rh.y IITC prompted to Il1mPI1 a~ '1UIl8I11>II. NeJdw rho _ ..~rd '10. Ih. 1elIIIri1;»_II rue lNued Oil real1/ IIwrilaIJI. b Meal .10" Dr aet:Dllllt rmtlllou. CYlswme.
serfII""~ rtI uelnatnu:teI1 to IUIlhll1lt CU'1011141'8 ~... Ihe fBI.,ho... /II all Ins/ane", i!X«pt
In Ih. ""'. where /h" t:IIltlDmer pnMda th. clllt 1le/J1Jl ""••lIUItIoll wlth_ Ihe _etJ ~f 'h.
Compmry. .

(0) Online arxet/. ro CPNI. A 1O"'.ommunloalions carrier m1lSl authenllc.te & C1ISIomor wilbon!
!h. us. of relldUy avail.ble biographical lnfonDalloD. ?r IlCC01lll1 inlbrmallon, pl'ior 10 allowIng the
custom~ ClD1lne 80""" to CPNI r.lBled to a !elecollllllllJl!calJ "!VklI> _JUDI. Onco authontlctlllld, !he
_ may only obtain onUnc ....... to CPNI rolallld to a IlllecoounllrllcalloDS .ervice Bceo1lJlt!llrougb •
p...wotd. as d.....lbod In puagnph (0) ofthi• ...um., tluu is nol pl'lmptl>dby lb.••lUri.....ldng for readily
available biograpbieal information, or aOCOllllt infonnatinu.

n. Company'. eDnomlUB 40 nO/cu~ "lIVe u""""' to tlIeI, accrllllft ~1I1111'"

(d) In-stw. acces. /0 C1!NT. A teleComlllllllio.tions OIlJricr may disci"" CPNI to • c\1Stl:Jn'or
who. at a clll'lior's I'OIlliI location, first pr...nlB to the tIl!ec.mmUDloatlllllll oarrIor or its &gent a vlIlld pboto
ID matching the OU8tomor'. acoount InfolYlllltlon.

n. Company's CPlUpolk:lts uar... fJUl CompUIry fQ disclose cull detullCPNIto the CfUlq1Mr lit It rtdufl
Iocll11qn i1fIa, prmwrJJnr It WllJdpllOto 1D fbat IJUI/1:lu!s 111. cll$fQmer's accoanl/nfomJatlOIl.

(0) Establfshm8nt ()!" Password and Back{> Autlwrlicatirm Md1wt/$ !w Lc&t 0' ForgolWl
Passwords. To establish a P1l9SWord, "" 101ec_icatlolls ll8lTier mll5t 1II1lh0'llticata the customer without
the use ofreadily ilVIllloble blogaphlcal infonnaIIon, Cll" IIWIIlIlt infmmBtlon. ToleooltlDlunlcatiOll& coniets
may creato a back-up euelomll1' ."tbeI1!Ication mB1llod In the event ofa lost or folgotlon password. but_b
,back."p CUSIOmeI' authant~t1oll method may DOt prompt tlIo C1ISIorner tor Rodily avaUable b1ograpbl<:ll1
'lnIi>nnllll.on, or ....unt InrormatlOll. If a custom1l. CIIIllIot provide tbe coaect password Or Ibe coneol
IllSpOJDO for lbe baclo-up CllStamlJl' aUlbentlcadoD lIIDtlIod. 1110 cuslomer musl _blish a new P88S'Woro as
d...rib,d In this paragrapb.

:m. CompUIry', CPNl poI/c:III uJ/11W for a /£J9 N'/I'JIS I. ulabllsll IJ J1IIIlWIlI'd, all oj widell ensure
CQIlrplkmc. willi til. abovepo1l1f'aplt. Ea.:" II#lUd. alIu"" til. erato_lo /!$Iabllsll a budf-rqI .r
'fIllUT!Il' ~lIestJon in lb. BPetlI/hat flrq forget their [JltS8Word. In no '""'"docs th. Company use remlIly
ItfIrIlIDblR b/Qgmplrk"/ III/Ormatlo" " aCCilllllt Irfforlllllllol/ //I a ba$Up IpIlflion or IfB a IIUW11 U>
.srablbh ItpllS$lllOrrIorutlihml/cltte /11.0 cusrul/IBr.

(I) Notljlcarlon if accOllIlI c1Ianges, TcleCOJtlll1\1111llatloDS llaII'iolS must lIDllfy customers
immediately wbenever a pesilWOrd, castollUll' reop.- to a ba<;k-np Ill..... of lIUlhentlcatlon for lost or
fuQlOttan pIllIswords, onlino 1lCCOWlt, orB~ ofro<:ord Is created or obanse<i. Thl. notiliO<llion I. n.1
mjuired wben lbe customer inIIiateo oervloe, including tho lIl'IeC!IOIl of a pas8VlOrd at .00000o InIIialiOll.
!bls notlficatlon may be through a ClltTIer-crlglnated vol.emall or text message to tile telepbone number of
record, or by mail 10 the eddress of ro<:ord, tu1d D1llJl not revelll the eltanged iIIlbnnation (IT b. ""DI to the
new account information.

the CqmptlIlY'. b/lllllg IIJ$/OIII f"""- /I 1I11iljllJlltion letter wilen UIU' tIl ilIe fiB1tl8 UnBd ill Bul.
64.20l0{f) /$ crrIIted .,chll1</ld. Tile CompUIry IItrnle41IrUlyI/lllIll 011' the notUle.t1M kJ IlI.Mllms of
m:orrl (n.....a ._ udl1rBil.) ""''''' re'P"rod h1 BRie 64.3IJID(/). TIle eo"t""t ofth. IIOff/I«lI"'" complier
HIfIh /h. ,e"""emmrsOf1IR1. M.2IJID(J).
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(g) BJl3lJ'1ua 0/8/0_ Emnptlo.. TelocDmDllUllCllllons OarrUnl may bind thoms.lv..
CQDI,a~lIaUy to lNIbOlllioatlDn regimes other Ib... 1hllIO descrtbed III tills seotlon fur .ervlo.. lliey provkle
10 Iheir busllless cus1<>tner!bat have both a declloated. aOOOllll! reprenn1af1ve and a conll'llot thet speclll<:ally
_ses lbe <:aIrioro' proteotloo ofCPNI.

Notlftcatinn of c_er proprietary network I.formatlon secnrlty
breaches.

(a) Atolllooll\lll\Ullcation. carrler.han IIOtify law enforoemout ofa bmdl of ita castomor.' CPNI
as provlded ill tbla soolion. The caIri., shall not IIOtilY ils _In or dOOloae tho broach l"'bJicly,
whether vo1ualBrl1y or under slBlB or 10Clli law or~ lUles, UIIliI it luis compleled the proceaa ornotifying
Jaw onfuroement plII'lluant to po11Igrapb (b).

(b) As sooo as pmclicablo, and in. no _ J_1lIIIn oeveIl Q) bu&iDeos days, atW rellBOll&bl.
detormlDalion of ths breIillb, tho tolocommllll.1ollll_ carrier s!ullJ cleclronlcolly notilY the Unlllld SlBllls
Secret Service (USSS) and the Federal Bnreau of lDwsligatlllll (FBI) througlt a central reporting faeliity.
Tbe Commission wm maiDloin a llak to til. reporting filellity at htlW!Iwww.Il;c.gOY/eb!CJ)lll

(1) Notwitbstlmdlng any state law to tile COIIIrIIry, tho carrier shall not nolllY customera or
disoJoso 1110 br"""" to tilo'publlo until 7 full buoIneso days hove pasaed IIiIl:r notill.eatlon to the USSS end
the FB! exoepta.l'lOvlded III pSr&grlJJJb. (2) end (3).

(2) Iflhe carrier bolieves that there is an Old:taOrdInIrIly lD'gent need \l) notifY any 01... ofoffeoledcua_..onOl' !lJaD atbcrwla. aDowed 1IIIderparagmph (I), In order \l) avoid lInmediate and iaepurabl.
bsrm, it shaD so indiOlll8 in ita notification and lOy prooaed to lrnmedlatlilly lIOtify its affected oustolDllIll
only Bfter cODsultation with file reJwam lJMIlIptillg 1IPJlOY, thb oemor BhaU oooper&1ll wiIh the relevant
illVC8tigallng agency's request to minimizollllY adv....a effeol8 ofsuch oustomor notification.

(3) If lbe ...levant iovostiguling &gIlIlCY deIermlnea that tit. pUblic dlaclooure or notlce to
!cnstomm would Impede or oompromlse an ongoing or pOlllntlaI crtminallnvllStlgation or national secorily,
suoh agency may dIrecl the omler not to sO dlaclose or notify fur an Inillal period. ofup to 30 days, Such
period may b. _dod by tiJe 8gm»' 118 ",""ouab~ necoswy in tilo judgment of ths agency. If such
dIrocIJon la given, the agency sball notify !be oanier when It appears thai public disclosure or nlllice to
offectod cu_. will no longer Impede or CODlJllOl1llse 8 crlmJnallnvostigutjoo or national seonrity. The
ugmloy shall provlda In writing "" Inillal dlrectlon to tho carrier, any subsequent -aD.. and IllIY
notJfteatlon that lIotlce will DO Ioagar bnpode or oODlJllOl1lIse a crImII1allnVO&t\gutlon or national security
wi such wr!tlJl&s all be cOIlIOIIIporaaeously logged on tho SIl11l. reporting filcllity thai oonlIIiDll mJorda of
notlflcatlons flied by cerricrs.

(c) Recordlfnpl11g. AIl CilIfI... ahall maintain a record, eleclrOlllcully or In some other mllDller, of
ll1ly breaches disoovarad, IIOdficatlon made ttl lbe USSS and tho FBI paraoant to ponJll1lPb (b), and
notifioation made to 0lI1llomm. Tho record must lncludo, Ifl'Iallable, dates ofdiscovery and notification, a
dellliled descrtplion of lb. CPNl that WII6 Ih. subject oftbe breadl, and tho oIroulllsionces of the breuoh.
Currlem sban retain the reoord for • mlnlmnm of2 years.

ne CUIIflIIII9' Ira8 pollcks IUl4prDctJI1rues InplscBID .,1/,,,,,, cqmpll1mc/l wIII,1CIIle 6I,Z0I1. lf7lenlt b
__aorrably delenrrlhMl tbDt II breach hIlS DCCA"d, /Jr. CPNI CDmp/tDllce Officer will IIDtih low
eriforcemsnl llrullts Qlstem., III /he l'OtJutrei~ .. rtlCfJfd ofllu b",1ICh1V1U belllllintahre/for
D ml"tmnm of tlfID yeo" ""I ",Ill 1Mb/de all Infor1lUllftnr reqrrlm1 by R",. 64.2011.
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